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ABSTRACT: We know very well that a wireless network contains multiple small nodes called stations
whichhave the capacity to process communication through sensors, access stations and workstation
Services. Since WSN is growing in day to day business, at the same time, users and applications are
also gets higher and higher since WSN support mobility services at run time, so that form along
time many researchers and scientist has doing their work in WSN, in order to improve WSN
communication services and to be reduces the security issues but still there are multiple serious
measure need to be comes into the solution so that It could be improve as much as possible.
Through various literatures we find various challenging issues in WSN along with attack issues
which is need to be resolve as safety reason.

Network users are easily accepting the services of WSN network hence users are growing day to
day one need to improve the services of WSN so that it should be reliable as possible and people
can faith on it, in order to protect wireless sensor network from multiple miscellaneous attacks
and errors count during routing process so many research are going on along with more secure
and strong security algorithm, like similarly this research also concentrate on the drawback
analyzed by author to protect routing efficiency at physical and data link layers, in this paper we
proposed an Efficient Peer To PEER Routing (EPPR) model that works on the concept of shield
node framework to provide an effective and attacks free environment in order to authenticate
original sensor node and intruder nodes.
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I INTRODUCTION

Now are days Wireless Sensor Network (WSN) is the mostly used in real time
communicationenvironment framework which specially designed for on demand user services which does
manychallenges in front of its developers such services are commercial and real times basedapplications, its
users are growing because of its user friendly simple procedural developmentenvironment via different
workstation, these application are main aim to provide most secure communication system which likely to be
useful in military purpose or measure all the differentfactors of weather and its forecasting since sensor based
network is free from networkinfrastructure based complexity there for it is easy to install and isolate problem in
WSN at thesame time extension based on demand can be manage at any time use standards
servicesspecifications. WSN based network also very useful for the different purpose or objectives.

Wireless Sensor networks (WSNs) communicate through the process called rely on for the
purpose of message exchanging and interaction among the network nodes, WSN support
distributed frequency channels to get successful completion of Request and Reply data delivery
services during this operation many time attacks get occurred and it does heavy loss of data and
many times it is  responsible  for link  failure and  server  hacking  activities.
In this paper we concentrate on the services of DSR and SAODV protocols since wireless
routing play an important role for the management of security and privacy during routing
operations. The forwarding phase of routing is easily handled by SAODV protocol but in the last
phase of packets delivery it suffers from delay factors as well as sometimes it gets loss data as
well [1], even when SAODV uses highly encrypted data processing instructions. On the other
hand other protocols like RAEED-EA is the latest invented protocol of WSN which aiming to
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makes nodes more efficient in working as well as to provide a way to successfully complete the
routing process along with all the phases here security has been majored and reliability has becomes the big
advantages over the design of RAEED-EA protocol in WSN , but sometimes we
found as the traffic pattern varies RAEED-EA gets down its performance level with
inconsistency , we analyses the working of this protocols it is not good for the condition of DoS
attack situation , attacker can easily break the services environment using fake nodes so that it is
still a big challenge for computer researchers to design a new framework that can manage
performance with higher no of nodes and also applicable to identify fake node so this survey
study brings WSN challenges to overcome the weakness of traditional routing protocols and to
improve WSN under dos attack[2 ,3].

It is a matter for research to protect our network from the effect of congestion in wireless
network, to overcome from this issues there are many researches has proposed and continuously
working on them to make network error free as possible. In[4], author proposed Proportional
Integral Derivative Model for resolve peer to peer network error control arises at fluid algorithm
in wireless distributed network, in the proposed design one experimenting primal dual method in
order to improve performance at throughput level rather than stability , algorithm has PID frame
that takes the responsibility for performing controlled action along with distributed design
scenario, it is good at some extent level but simulation study define variation at performance
level has been introduced as traffic get heavy. Static Load Balancing can be effective solution
based on topological aspect describe in [5] to define traffic engineering that focus on the capacity
of link at run time dynamic to control and manage the load, the aim was to represent MPLS
application to manage load, here one define when algorithm found in shortest path in Wireless
Sensor Network then protocols instruction takes the role to get select low load shortest path
instead of previous one, based on the bandwidth optimization and computation .congestion in
Wireless Sensor Network can be the stronger barrier for wireless and wired communication if
one talk about 3g void communication technology like in[3], network offer high speed data
transfer but still there is many issues are happing at the time of communication due to heavier
load of data to resolve these issues author proposed new design that expanding the network with
parameter support. In[4], Genetic algorithm has been introduced for balance load at link level it
can the solution for peer to peer network in modern network that manage non directed distributed
traffic , experiment show it can be the better solution than other even it can be implemented at
higher traffic area. Next hop routing is wvery common in routing algorithm to choose best
interface among all. This techniques is dealing with big risk of getting failure of network |,
provides loss of information, in[5,6] one present a routing protocols named as multi next hop
routing information protocol, the proposed techniques is the extension of RIP technique.
As discussed there are many reasons, in network that responsible to carry the side effects during
the communication that causes variation in throughput and data loss error, apart from above
discussion few more side effect is measured as following.

o Availability, many times user experience blocking in this case redialing is performedmultiple Users are getting
higher in number for the multiple services provided by the networkand the supporting infrastructure that
convince large number of user to get network services.

eDue to limited path times causes side effect to networkstatus.

eWireless network technology consist device portability function therefore network load is
getting higher and higher.

eRun time subscribes are takes an important consideration to deal with connectivity error in
which market policy for network users and pricing schemes affect the scenario of one time
network subscriber.[7]

eTelephonic network provide great deal with existing and new network infrastructure to
manage network overheads and maintenance due to this reasons users are getting higher and
use network channels for multiple application , as result production of data is large it may
causes network is affect from connection error [8-10].

WSN is a very challenging area of networking, many researchers is working on the problem
Statements, in this paper we try to achieve following objectives.
e Proposed EPPR model will focus on the errors raised at physical and Data link layer
during communication like to avoid DoS Attack to maintain the performance and
reliability of WSN.

o To provides node authentication and verification to avoid node tempering attack

o Proposed model provide a protection layer of shield nodes, who detect fake node as well
as authenticated nodes to provide WSN resource services without any interruption.
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e Proposed Model also improves the Throughput, End to End delay and Packet delivery
ratio services.

Organization of paper consists of 5 sections. In section 1, we introduce to WSN technology about its
working, challenges, architecture and Attacks with proposed objectives. It is always necessary to have some
challenges and motivation so that we can do our research in correct direction and right method need to be
implement. Section 2 Literature Survey discuss the problem area of WSN and Attacks who introduces in
network using different way, to define such things author go through different literatures form different reliable
sources like IEEE, Springer and ACM libraries also referred from some good journals of computer sciences.
Section 3 define proposed method, proposed algorithm and flow chart.

Section 4 explain the implementation detail of proposed model over NS2 networksimulation since
NS2 support TCL language compiler so that it is good and supportive fordynamic networking environment,
therefore we decided to perform the implementation onNS2. This section also defines the graphical comparative
study between SAODV, RAEEDEA, and EPPR for throughput, end to end delay and packet delivery ratio along
withConclusion and Future Scope.

. RELATED WORK

In [11] author present a unique approach to control over the problem of congestion in —Link
Congestion Control Mechanism Based on Multi Topology here author,s are resolving the major
reasons of the occurrence of congestion in network, that is (i) Due to the Lack of resources.(ii)
Irrelevant use of available network recourses i.e. resource position like router position to get
manage data and distributed traffic to reduce complexity at network level.

In [12] presents a novel approach for dynamic congestion control mechanism for real time
streams over RTP , this research presents the mechanism to handle growing network due to the
high demand and production of multimedia applications, author suppose the problem due to the
massive growth in multimedia oriented application which uses data in the form of streaming like
audio, video, etc such application produces large amount of data continuously causes stress over
network that result, bottleneck problem on link due to heavy congested network , to address the
solution regarding the bottleneck link author proposed a reliable, dynamic congestion control .

In [13] author presents mechanism for wireless network belong to the services category of
protocol IEEE 802.11 wide area network. Author design a novel point to point connection
oriented congestion control mechanism known as —Media access congestion control — the
major object behind this research is to control on fluctuate rate of sender and receiver window .
MACC improve the performance by having control over sending rate. so that synchronized
communication can be achieve to get successful communication in wide area network ,such
congestion control has been done at MAC layer to get reduce flow error occur due to congestion,
MACC is useful to utilize channel capacity effectively and also capable to manage fairness at
both end. Proposed model has been design after the analytical study of wired and wireless
communication architecture regarding the study of congestion. In order to eliminate congestion
from wireless local area network author mainly focus on the experimental study of congestion at
wireless network on WSN reliable congestion less protocol. Another important research to
control congestion error has been performed by author.

In [14] proposed new mechanism to improve efficiency in network —Exploring the Scope of
Infinite-Band congestion control mechanism that describes new mechanism in the form of Infinitebased
congestion control technique , here researcher’s is working on the concept of fair
distribution of network and required allocation of available resources so that one can have loss
less connected efficient network , author focused on the detection and solution of congestion on
time problem can be manage with right action , if countermeasures taken afterward it causes
growth in the form of congestion tree that affects contribution for the high congestion . If one left
such thing at primary stage then tree will grow and block traffic flow that lead drop network
performance.

In this literature one present solution for two measure factor of discussion whenever one talk
about the WSN Error, it has been always a questioned that Mechanism is capable to manage
traffic at run time and if what happen? if traffic is flowing with different network parameter so is
it capable to manage and change parameter accordingly, requirement of parameter is different in
the form of patterns as the use of application in network. Experimental study show that
mechanism are sufficient enough to get dynamically increasing and growing the set of parameter
values as per the need with the maintaining network performance level on every outgoing
network traffic load [15].
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In [16], presents mechanism for wireless network belong to the services category of protocol
IEEE 802.11 wide area network. Author design a novel point to point connection oriented WSN
Error control mechanism known as —Media access WSN Error control — the major object
behind this research is to control on fluctuate rate of sender and receiver window

In[17] design a attack detection technique in WSN with different level of traffic pattern and
multiple variation in sensor based network , the major object of paper was to provides as attack
detection technique and utilize energy level of nodes. In [18] another routing based sensor
network protection scheme has been proposed in this paper along with review report and analysis
of different errors and effects of attacks over WSN , in this paper author concentrate to resolve
jamming attack during WSN operations and fluctuation among the sensor nodes and detection of jamming error
throughout the routing process along with the observation of sensor nodes moving
into WSN communication ranges with different level of energy consumption , at the end of the
paper author present an forecasting report based on the future challenges and complexity rises of
WSN since wireless network user as growing and presenting different challenges in day to day
business operations.

In [19] author define the effect of DoS attack on different layer of network over different
protocols, the story of DoS represent from the first non authorized node which can affect the
network services from application level and such fake nodes gets and perform the multiples for
the initial server in order to get engage the overall capacity of main server using such dummy
sensor nodes.

1. PROPOSED METHDOLOGY

Now are days WSN network is the best for real time current application like simple type of
network communication based processes for military applications, health monitoring based real
time operation etc In such application WSN network signals is widely used for the management
of battle signal inflations, to search and observation of biological based communication and to
investigate regarding different types of chemical viruses and attack. In health application
environment it is compulsory to observe patient investigation time to time which can handle
through such model so that it is easy to get locate doctors tracking and communicating the actual
report with associate doctors to resolve complex situations.

To resolve the complexity issues occurred in WSN routing we has proposed a new scheme or
model that will overcome on the discussed issues as much s possible which has been doing wellwork along with
WSN specification and environment called ERR model in this we major
focused on DoS attack in WSN, it avoid hello food attack and manage the performance factors
during the network protocol services and communication system.

Proposed Method

ERR resolve the issues using shield node techniques to immune the network from DoS attack as well as from
Hello Flood Attack . Our proposed method will follow following phases during process in WSN:

. Key Management Setup

. Routing Process Setup

. Key Exchange Setup

As shown in figure 1 we can say that here sensor node has n number of neighbor it may possible
that among such node any node can be an attacker nodes as we can seen in figure 1 ,here when
every node received ACK message , every node will provide an assign message back to the
source node aw part from the other unknown node it may be attacker node here we propose an
new thing in which to avoid the attacker node to be get contacted through the network we will
detached the communication links to protect our network from DoS attack.
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Node

Figure 1: Process of Key Exchange Setup in WSN

Proposed algorithm

In sensor based network, communication may take pace an important part when all the shield
based sensor node get interact to each other where ever active shield station needs send identified
data or information to other intermediate base station , during this process many time there is a
chance of finding some other specific nodes that may be an intruder or else it can be the part of
straightforward active zoon of origin server or other participated nodes in this case we use
algorithm 1 to take the responsibility of finding such sensor node for the elimination of attack
free WSN network.

Algorithm:
e First of all one need to initialize all the shield nodes along with their initial values and
timer should set with T1 time parameter.

e At time T1 Shield node server synchronies all the available authorized nodes that play
their role for accessing the server, through this server establish an active nodes session
for their specific ranges of data transmission using sensor nodes.
e To capture routing scenario efficiency we introduces the fake intruders node with shield
node at time T1 so that one can measure the avoidance of such intruders nodes and test
the performance and security level of proposed scheme under DoS attack situation.
e During routing process cache has been manage for maintaining all the incoming and
outgoing process at time T1.
e Shield nodes have been  verifies through  authentication  process via  server.
e Server place all the verifies shield nodes in active session and remaining nodes into
passive session so that all the not verified nodes can be avoid to participate during data
transmission .
e To detect DoS attack during accessing server should follow the EPPR policy and check
weather available connection limit exceeds , if yes it should reject connections since it
may an intruder node or DoS attack client

e Similarly during process one also check the bandwidth measurement since through this
one can identify the attacks as well, so if nodes cross its bandwidth limit, if yes then
again, connection should be rejected otherwise connection accepted and data
transmission proceeds.

e Process routing to receive server response for successful completion of process.
e At the end measure the result with Throughput, End to end delay between nodes and
measurement of packet delivery ratio using ns2 xgraph tool.

Flow Control Chart of Proposed Model

In the process of avoid the situation of DoS attack and the purpose to sole the attack issues so
that in advance we can detect such suspicious node during the process so that we can identify the
capacity of our origin server and the required bandwidth distribution among the sensor node
using buffer optimization process so that relay can be gather throughout the process of sending
and receiving data using shield sensor node. The Flow chart of proposed model shown in figure 2
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Figure 2: Flow chart of proposed model

Iv. RESULT ANALYSIS

In this section we simulate and perform series of experiments with varying numbers of sensor nodes
with different traffic intervals, all the nodes has been associate with the simulation area of 1000x1000m.
Random walk has been generated with CBR over source and destination, to get simulates the series of
experiments for comparison of result.

The NS2 Simulator is dedicated to the discrete time variant frequency analysis time-oriented testing
system, in NS2 we can simulate program using C++ object oriented and oriented tool command language are
utilize to perform random experiments in which comparison can done using X-graph tool to get compare the
result and proof the changes made in algorithm
To determine systems nature, we compute PDR so that system fluctuation can be major at run time processing
environment, it also defines the overall framework of the system. Following majors and parameters has been
carried out using Packet Delivery Ratio.

PDR=Number of Packet Delivered/Time (1)
In following figure 3 we can discuss the Packet Delivery Ratio under DOS attack condition , in which practical
implementation of proposed code demonstrate the result of ERR algorithm in superior way.

(%opackets vs node)[under Dos attacks]

100 ’,”?————Q———j,
BT e + —RAEED-EA
9 —— — & —EPPR 1
R i £ — & —SAODV

90l — ¥ i

/
85 I =g

-
5 -~
80 »
/
75 7 —————F
2
709
65 4 -
60 I
55
50 | i | ! !
2000 3000 4000 5000 6000 7000 8000

node-mobility [feet/min]
Figure 3: Packet Delivery vs loss ratio under Dos Attack
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On the other hand in figure 4 demonstrate that total time took by the sender node to transmit the data efficiently
to the desired destination it has been compute and majored in network term called End to End Delay
consideration using following equation we perform End to End delay.

End To End Delay=Packet Arrival Time-Packets sent Time/Number of Connection (2)

Figure 4 demonstrate the resulting parameters of proposed model for End to End delay , here we graphical
analysis defines that proposed scheme maintain manage with tolerated End to End Delay in WSN
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Figure 4: End to End Delay under Dos Attack

Whereas throughput is another important variant to be discussed in figure 5 which describes
that total amount of Data Packets need to be sent to the desired destination in specific per unit of
time. In our approach throughput measurement and computation has been done using following
formula:

Throughput =Number of Packets Delivered/ Time Period 3)

. 10{THROUGHPUT)packets vs node)[under Dos attacks]
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Figure 5: Throughput under Dos Attack

V. CONCLUSION
In this paper proposed secure ERR scheme perform well under DoSattack condition with different
traffic pattern and values, our proposed scheme answers for
different attack in study with NS2 simulation. The used scheme utilize the bidirectional Omniantenna phase
with check point technique from distance for transmission of data packets againstHello Message attack and
Flood Attacks, it defines safe and secure communication, verificationand also maintain authorization of nodes
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under attack possibility, using this scheme we got verygood results for the point of view of performance,
efficient and security in under DoS attackcondition.

In future we need to proposed more reliable and trustful solution for the improvement of quality

of services in WSN, since in near future WSN application are growing we need to focus on more
secure and authentic communication services .
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