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ABSTRACT 

The unauthorized access monitoring system is Python based desktop GUI developed through Python IDE which 

allows device admin or company to track, monitor and view system activity. This surveillance enables the system 

team or authorized personnel to track, record and diffuseunauthorized activity/ malpractice. Through this work, 

we monitor the system activity of each login.The user will be tracked after logging in, but will not be informed 

that his/her activity is being tracked. Allactivities performed by the user through the system will be tracked until 

the hidden process is terminated. The process will be initiated along with the start-up process, during boot time. 

The system is not supposed to be a breach in privacy of an individual but instead its purpose is intended to allow 

organizations, system teams and admin to monitor and prevent any unauthorized activity through their system 

networks.  
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I. INTRODUCTION 

Today almost all organizations like colleges, offices andbusiness firms have deployed a large number 

of computer systems for their day-to-day activities. This can range from study-based application to business 

needs. All these devices are connected through a network which means that an attack on one system will have 

repercussions on the entire network. Therefore, it is important that every single system be monitored to protect 

the network from any unauthorized activity. A vulnerability on any one system within the network can 

jeopardize the functioning of the organization. It might even lead to data and financial loss. So, there is a need 

for computer activity monitoring and tracking systems. It ensures that in the absence of the actual user, all the 

activities taking place within the system are recorded and stored for reviewing purpose. At times, unauthorized 

users use the system for mal activities by using users login credentials this will put the user in a difficult 

position. So, we need a system to monitor unauthorized users activities in the absence of the authorized user and 

tracks these activities. An ideal system monitoring system should have the properties like internet browser 

history tracking, capturing the image of the unauthorized user, geo location tracking, key strokes tracking..etc. 

Security and privacy is became one of the major concerns of this time. Security has more important to peoples 

that are part of a organization. The main objective of this paper is to develop a system that will improve the 

security of systems that used in organizations. Most of the systems in these organizations are single user 

systems. So, anyone logged in with the login credentials of actual user and done any mal activities with that 

system this will put the actual user in a very bad situation. In larger extent there is a chance that this can affect 

the whole organization. So, a system activities monitoring system would yield great benefits. This will help the 

users to know about the activities that taken place on the system in the absence of him. also, by using the system 

that we were developed the user can identify the person who used the system in the absence of him. This can 

create a large impact. The main aim of our system is to monitor the activities like all browser histories, user‘s 

geolocation, keystrokes, and the image of the user. 
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II. LITERATURE SURVEY 

For the development of this work, a review of two research papers was done. In [1], main concern is to 

train the system in such a way that model first opts to click a pic of user for training purpose, so generally try to 

click a picture using different facial expressions so that it could address user more easily. And after that, it will 

train itself with a pic of user and recognize every time when user open web cam. However the big deal is to 

recognize others as intruders or unknown persons from the known ones i.e., from those whose images were added 

in the dataset, unless the user introduce others to the web cam. 

In [2], it is developed to overcome the difficulties in supervising the student activities in computer 

laboratories. The implementation of depicted idea helps to prevent malpractice during lab exams using browser, 

applications/software, pendrive‘s and maintain the discipline during student‘s practical performance. In this 

work, Raspberry pi is used as a centralized network Server and socket programming is used to provide 

communication between computers and centralized network server. Keyboard and mouse theft protection is also 

provided for safeguarding lab belongings. The fire alarm system is an add-on to detect the presence of smoke 

inside the lab in case of any fire accident. Additionally, RFID based data logging system is used to store a data 

in an excel sheet for the time-in and time-out of students during the lab conduction. This work also emphasizes 

on surveillance of computer labs with the help of camera. The overall programming is developed using python 

and java. The system is capable of notifying the lab in-charge through E-mail with snaps attached to it and also 

through buzzer and LED light indication in case of any event or issues. 

The system which is proposed by us protection is done by monitoring the system and storing 

unauthorized users activities within the system. The unauthorized access monitoring system will help the users 

to understand whether there any mal-activities taken place in system in the absence of actual user. User image 

capturing and tracking of keystrokes, browsing history and geolocation identification will make the system more 

secure. 

 

III. METHODOLOGY 

Monitoring of system activity is done by creating a process. Here we are aiming to monitor system 

activities on each login, once process is activated by user. Then the specified activities will be tracked and 

stored withing the system until the hidden process is terminated. 

The process will be hidden. Admin have to activate the process. The process will be initiated along 

with the start-up process, during boot time. The keystrokes are tracked to identify the activities performed on the 

keyboard.User image capturing used to capture the high-resolution, high-quality photos and autofocus 

functionality, Browsing History is tracked to record the web histories and Geolocation identification is used to 

identify the geographic location of a user or computer system via a variety of data collection mechanisms are the 

user activities used in the system. System will be more secure and easy to use. 

 

3.1   ALGORITHM 

The biggest dilemma is to decide which algorithmsshould we use to train the pictures and let our 

computers or machines recognize the people all by its own. All of these come under the classification algorithm 

in supervised learning where we create labels according to the same types of data input so that computer can 

easily recognize peoples or anything for which it is train. The first basic thing we should do is to create an 

empty list of labels to gives labels to each and every image of different objects so that we could easily store 

them. But how does it start from the beginning. Actually, here we are giving the inputs of data which is in the 

form of images. For taking images from the web camera of the laptop, the very basic thing one should do is to 

import cv2 which helps to read and display a video stream. And after reading the image from the web camera, 

we have to give labels to the image with which we are going to train our machine or our computer so that they 

recognize it more easily. After that, web camera captures the image in different angles so that in any angle it can 

recognize the image and tells the name as given in the label. Here, we have trained our computer to take up to 

50 pictures of image in different angles. The user can add as many images he/she wants. Adding many images 

will increase the accuracy of the work. After adding many images or a single image, user can now train the 

system. Adding images to train our computer or machine is an easy task. We just have to use cv2 library which 

helps one to access the web camera so that one could read the image. Adding labels to an image is like adding 

name to an image. Like we do in supervised learning, we give labels to the input where first computer observes 

all the input by taking some time and then learns from the input and then able to predict the real time things. Just 

like we do it to train with only 50 pictures per image. Anyone can use more than 50 pictures or less than 50 

pictures to train a model. It all depends on the user choice who wants to train a model. After taking pictures the 

next thing is to train the model by one of the classification algorithm in machine learning. This is the biggest 

deal any user will face as the best part is to select which algorithm one should choose while using in a model, 

which will give best result or perfect result which accuracy will be the best, which result will match the result in 

the future if one is solving real time problem like stock prediction. All things should keep in one‗s mind before 

using the algorithm.  
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Step 1. Make our own dataset by capturing images in real time where we have put a limit on the number of 

images to be captured by the system is 50.  

Step 2. Give label to the dataset here we consider label as name.  

Step3.Usingknn (k nearest neighbor) of supervised learning where computer is trained to learn from the dataset, 

so after adding label and capturing images i.e., making our own dataset we have to train our model.  

Step 4. After training the data through supervised learning, 80% of the data which is present in the dataset is 

used to train while remaining 20% of the data is used to test  

Step 5. After training we will use it for testing whether it is able to recognize the persons.  

Step 6. When used for testing purpose, it is used to recognize only those persons whose label i.e., name is added 

while for rest of the persons, system claims them as an intruder.  

 

3.2 SCREENSHOTS AND FIGURES 

 

 
Fig. 1 stored folder 

 

 
Fig. 2 location coordinates 

 

 
Fig. 3 key capturing 
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IV. EXPERIMENT AND RESULTS 

This  model  always  asks  the  user  whether  he/she have to  take a  pic  or  not,  whether he/she have  

to train the image  or  whether he/she  wants  to check whether a computer can recognize or not. 

This  system  is  trained to  capture  a  picture  of  50 images. One can increase the no of pictures taken 

by the  system. It  all depends on the user‗s  choice.  We  are  interested  only  in  taking  50 pictures because 

this is a prototype. 

After taking or capturing images, the next thing one should do is to train the image. Just like supervised 

learning do after observing the inputs, it trains itself in the same way after capturing the images computer or 

machine will train itself from the past data. Here, past data is the images. Computer will train itself to each and 

every image of a label.  Machine  learning  generally  trains  data either on 80-20 or 70-30. This means that up 

to 80% of full data is used for training purpose and the rest 20% is used for testing purpose or 70% of the full 

data  is  used  for  training  purpose  and  rest 30%  is used for testing. After  training  the  next thing is to check 

how much a computer trains itself, through observing and training. Here, we will check whether our system or 

computer is able to recognize itself or not. If it is able to recognize the path, then our model is successful. In this 

we have to set a path to  the  trained  model,  so  that  computer  able  to recognize  each  and  every  object  

which  is trained.  

And this model is made to recognize a certain group of people,  if another person  comes in  contact  

with the  known  person  by the  computer  then  computer name that person as an intruder.  After capturing the 

images and training the  images,  the  next  thing  a  user  wants  to  see whether a computer is able to recognize 

a person or not. The  next  thing  to  test  is  to  whether    can recognize  the  unknown  persons  or  not.  We  

have trained ―intruder‖ word  to those whom computer or system becomes unable to recognize. In  this model, 

computer is  trained only to  recognize  a single person. This model is trained to recognize and detection of face 

only, one can use it to recognize face and  eye both. 

 

 
Fig.4: System is capturing the images 

 

The unauthorized access monitoring system will help the users to understand whether there any mal-

activities taken place in system in the absence of actual user. User image capturing and tracking of keystrokes, 

browsing history and geolocation identification will make the system more secure. 
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V. CONCLUSION AND FUTURE SCOPE 

The paper entitled ‗Night Owl‖ is completed on time and found working effectively under the 

circumstances that arrives in the real environment using the facilities and functionalities of Python and Open 

CV. The system is user friendly and is well to make easy interaction with the user of the system. The speed and 

accuracy are maintained in a proper way. Testing of the system has given good result. The processing of the 

system is simple and is in regular order. We believe that all the object is of the required system are met in the 

system. It is done with an insight into necessary modifications that may be required in the future. 

To survive from the competition each system has to produce some modifications in the future. New 

features will be provide the system a new fresh look, by which it can attract a lot of users. Due to this reason it‘s 

necessary that the system need to be modified. This paper is effective and easy to use. All modules satisfy user 

needs perfectly. This system could solve the problem faced by the existing system by including a number of 

features, which help in reducing the complexity and difficulties. The system ensures reliability, accuracy, 

security, and user friendly. It makes sure that the users get maximum advantages and the administrator can work 

more effectively. 

However this is a prototype for this system, but if we able to build the real model using night vision 

camera, human presence sensor to reduce power consumption, this will be the best thing for the security of our 

county‗s confidential things.  
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