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Abstract:
In order to ensure the security of logistics information and to query information quickly and efficiently, using
searchable encryption algorithms, combined with the characteristics of the blockchain, a searchable and
encrypted logistics information blockchain data query algorithm is proposed. First, the logistics
information is divided into multiple data files, encrypted with an asymmetric searchable encryption algorithm,
and then stored in the cloud server. The keyword index value is extracted from each data file and uploaded to the
blockchain. This solution can be used at any time Update and query data. Finally, analyze the correctness,
completeness and safety of the scheme of this article, which proves the feasibility of this scheme.
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INTRODUCTION:
In recent years, with the rapid development of e-commerce, the business volume of the logistics industry has
shown an explosive growth trend. The rapid changes in the Internet industry have made logistics management
more and more informational, and logistics management and operation meth- ods, means and strategies are
gradually becoming intelligent. However, behind this trend, there are many problems that need to be solved.
There are many areas and long time spans in logistics links, so supervision is difficult, and counter- feiting is
difficult to eradicate. In 2008, Satoshi Nakamoto invented Bitcoin [1], and virtual currency became popu-lar
all over the world. The blockchain technology in Bit- coin has attracted wide attention from scholars at home
and abroad because of its decentralization, tamper resistance, and traceability. Blockchain technology can solve
the prob- lem of excessive power in the ‘‘central’’ organization of The associate editor coordinating the
review of this manuscript and approving it for publication was Wenbing Zhao .
traditional logistics enterprises. Through the establishment of a transparent unified information
platform by multiple parties, real-time viewing and information transmission are ensured, so as to realize all
parts of information in the entire link from production to transportation Can be traced back. Blockchain can
accommodate all users in the logistics ser- vice process, In the entire information transmission process, the
logistics blockchain is formed through data encryption and consensus verification, thereby ensuring the
authenticityand transparency of logistics service transaction informa- tion, and ensuring that the information will
not be tampered with and can be queried and traced to the source [2].
Blockchain technology effectively solves the pain points of traditional traceability systems by using its
technical fea- tures such as distributed storage, encryption algorithms and time stamps. The types of blockchains
can be divided into public chains, consortium chains, and private chains accord-ing to the characteristics of their
members. The consortium chain refers to a blockchain network that only allows spe- cific group members and
limited third parties to access [3].
Because the consortium chain has an access mechanism and uses a high-performance consensus
algorithm, it usually has higher transaction performance than the public chain. The demand background of the
traceability chain matches the consortium chain, that is, the logistics information needs a faster speed And lower
cost, so this article chooses consor- tium chain as the basic network of logistics information query system.
The issue of logistics information privacy has always been a major research hotspot in the logistics
industry. The main issue is how to encrypt and quickly and accurately query logistics information, Searchable
encryption technology can effectively solve this problem. In 2000, Song et al. [4] pro- posed the first searchable
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encryption scheme that can realize keyword search on ciphertext. The basic application process of searchable
encryption technology is: the user encrypts his own data and uploads it to the remote server, and submits its
keyword trapdoor to the server when it needs to retrieve the file, and then the server uses the trapdoor to search
for the ciphertext and return it to the user. During the whole process, the server will not obtain any information about
the ciphertext and its keywords [5]. Searchable encryption is divided into symmetric searchable encryption and
asymmetric search- able encryption according to the encryption type. The asym- metric searchable encryption
scheme was first proposed by Boneh et al. [6], and the document [7] first proposed the concept of attributebased searchable encryption. The proxy re-encryption scheme proposed in [8] is the first scheme in which data
users can authorize keyword search power to other users. These three searchable encryptions are all asymmetric
searchable encryptions. Multi-user scenarios usually use an asymmetric searchable encryption mechanism, that is,
use the user’s public key to encrypt data, and only users with the corresponding private key can generate search
credentials and decrypt the searched ciphertext, which is more secure than symmetric encryption, Is more suitable
for logistics informa- tion, but its disadvantage is that the algorithm is complex andthe encryption and decryption
speed is slow.
To sum up, this article combines the three major characteristics of blockchain technology:
decentralization, non-tamperable data, and traceable data, and proposes a searchable and encrypted logistics
information blockchain data query algorithm. In order to solve the problem of the slow encryption and
decryption speed of the asymmetric searchable encryption method, the logistics information is first divided into
multiple data files, encrypted by the asym- metric searchable encryption algorithm, and then stored in the cloud
server. The keyword index value is extracted from each data file and uploaded to the blockchain, thereby reducing
the burden of encryption and decryption caused by excessive information. The algorithm can update and query
data at anytime. In this paper, the encryption and decryption process is explained in detail and a series of subalgorithms are designed. Finally, the correctness, integrity and security of the algorithm are analyzed to prove
the feasibility of the algorithm.
II.
WORK RELATED
In order to ensure that the source of the goods is regular, it can be verified by querying the logistics
information. How- ever, the logistics information can easily be tampered with and forged. The traditional search
method uses the search technology based on plain text, that is, whether the keywords submitted by the query user
or the data information in the server database are given in plain text, this also causes serious information leakage.
Because any malicious server can obtain information such as query keywords and query results of the query
user, which seriously endangers personal security and privacy. In order to solve this problem, some scholars
have proposed a scheme of searchable encryption and query based on ciphertext. In this mode, the basic
technology of cryptography is used to ensure users’ private information and personal safety [9]. The underlying
data storage system of most blockchain systems uses LevelDB [10], which is a data storage system designed for
write-intensive applications, at the expense of data read performance in exchange for improved write
performance. However, in practical appli- cations, the amount of data written per unit time of the blockchain
system is not large. For example, the transaction write volume of the Ethereum system is about 7-10 transactions per second, and the current transaction write volume of the Bitcoin system is about 1 transaction per
second. The high-speed write advantage of LevelDB cannot be reflected. With the increase of data in the
blockchain system and the expansion of applications, frequent queries often need to be processed. The write
performance of the underlying stor- age system is excessive but the read performance is insuf- ficient, which has
become the main bottleneck that limits query performance. Most of the data storage systems used by blockchain
systems are unstructured data storage systems based on the Key-Value model, such as LevelDB. These systems
only support insertion and query based on Key val- ues, and do not support relational operations for complex
queries. The logistics industry, e-finance, e-commerce and other blockchain applications have an urgent need for
rela- tional and analytical queries. Therefore, the query function of the existing blockchain system is extremely
limited, and it isdifficult to meet the needs of practicalecond, and the current transa applications.
In [10], a method of adding additional indexes to levelDB is proposed to optimize query efficiency.
However, this method will face write function degradation and query performance is limited by the bottleneck of
the blockchain system. In [11], also based levelDB proposed a method for adding an inter- nal index to establish
secondary indexes, a query with the key value to improve the efficiency of tracking and tracing block chain. In
[12], a practical searchable encryption scheme based on connected keywords is proposed, which avoids
memorizing the location of keywords by making an index of keywords. Share files safely and confidentially
without introducing a trusted third party. However, in this scheme, multiple keywords use a single trapdoor,
which may cause hash collision problems. In [13], the blockchain database is used to store the encrypted form
of personal privacy data, but when the blockchain database is constructed, some plain text is still retained to
achieve the identification of the data, and it is impossible to completely realize the confidentiality of the data. In
[14], a blockchain data privacy protection method based on searchable encryption is proposed. This method uses
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the blockchain to store encrypted data and uses the mathematical characteristics of bilinear mapping to
construct a blockchain transaction sheet. The encrypted information of keywords is added to the transaction
order for keyword search; finally, the user uses the searchable encrypted private key to construct a trapdoor to
search for thespecified keyword. In [15], a model suitable for encrypted storage and efficient and secure retrieval
of massive data is proposed. There is no data decryption operation in the entire retrieval process, which
effectively guarantees the security of data retrieval. However, this scheme directly encrypts a large amount of
data, which is too burdensome. In [16], a point-to-point encryption method for power system com- munication
data based on blockchain technology is proposed. This method improves the stability of traditional communication data encryption methods, but this method is not suit- able for scenarios with large amounts of data. In
[17], [18], in the context of medical treatment, combining blockchain and searchable encryption technology, two
schemes that can share medical records between different hospitals are pro- posed. But the disadvantage is that
the two schemes store all the encrypted data in the blockchain, which imposes a certain storage burden on the
blockchain. In [19], in view of the problem that most searchable encryption only supports single-keyword
search, a multi-keyword search scheme is proposed, and the scope can be reduced to avoid irrelevant
documents, thereby reducing the amount of search calcu- lations. However, this solution does not take into
account the problem of data update, and is not suitable for sce- narios where data changes in real time, such as
logistics information.
The scale of coverage of the logistics industry is getting larger and larger. This paper analyzes the
shortcomings of the current logistics information query algorithm and pro- poses a more secure and more
suitable logistics information query algorithm for huge data volumes. The algorithm divides the logistics
information into multiple data files, which are encrypted and stored on the cloud server, and the keyword index
is stored on the blockchain, which can prevent the cloud server from tampering with the data and reduce the
storage pressure of the blockchain, Making the program more scal- able. This paper uses an asymmetric
searchable encryption algorithm to encrypt logistics information, and designs the corresponding encryption
process. For encrypted informa- tion, keyword query is supported to improve query efficiency and accuracy. In
actual application scenarios, the amount oflogistics information data is huge and updated in real time. Therefore,
this paper proposes a scalable query algorithm combined with blockchain technology to ensure the authen-ticity
of logistics information.
III.
DATA QUERY ALGORITHM
SOLUTION DESCRIPTION
Due to the large amount of logistics information data, in order to improve query efficiency, all data D is divided
into multiple data files D1, D2, , Dn. The data file D
D1, D2,
, Dn is stored on the cloud server. In{ orderto· ·protect
·
} the privacy· · ·of the data, the data is =
encrypted before uploading to the cloud server. Since cloud servers are not completely credible, it is hoped
that there will be a mechanism that can remove the trust reliance on the server and ensure that encrypted data
is not tampered with. The emergence of blockchain technology can effectively solve this problem.
Blockchain is a distributed ledger that can restrict unauthorized access while providing data integrity and
transparency. Each encrypted document is recorded on the blockchain after being recognized and certified by
the consensus mechanism. Since it is difficult to search for keywords on the encrypted data of the blockchain
network, before the document is encrypted, a set of keywords W W1, W2,
, Wm is identified in D, and a
secure index table I is generated. Send the inverted index table I to the cloud server and embed it in the smart
contract. Whenever you want to search for keywords, a trapdoor will be generated, sent to the cloud server, and
further sent to the smart contract. The smart contract is automatically executed, searches for the rel- evant content
of the keyword, uses the consensus mechanism to verify the incoming search requests and sort the requests. After
the search is completed, the results are returned to the client, the client can download the required data, and
thetrapdoor related information is also stored on the blockchain ledger.
A.
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Proof: Given the safety parameters λ, A is a polynomialtime adversary, denoted as A A0, A1, , Aq 1 (q N).
The challenger C executes the KeyGen =
algorithm to generatethe key kpu, kpr .
(1) =when q 0, the adversary
outputs
D0∈
, D1 and stA0 according to the safety parameters λ. The challenger C
···
+
ran- domly selects b
0, 1 , executes algorithm DEnc, encrypts
Db with←
a key
{ k}pu to obtain EDb, and outputs EDb and an index Y equal to the real index Ib to the adversary A1.
www.ijres.org
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Because stA0 does not contain kpu, the adversary can- not distinguish EDb from the real ciphertext, which
satis- fies the indistinguishability of ciphertext. Similarly, because
stA0 does not contain kpr , the adversary cannot distinguish between the index Ib and the real index, which
satisfies the indistinguishability of the index.

Because stA0 does not contain kpu, based on the collision resistance of the hash function, it is
computationally infea- sible to generate the same search voucher, so the adversary cannot distinguish Tb,1 from
the real search voucher, which satisfies the indistinguishability of the search voucher.
Through the first theorem, the correctness of the algo- rithm flow is explained; the second theorem
analysis shows the completeness of the algorithm in this paper, that is, the algorithm in this paper will not
destroy the original data; the third theorem shows from the perspective of adaptive indistinguishability To
improve the security of the algo-rithm, the algorithm designed in this paper is effective and feasible.
II.
CONCLUSION
In response to the current demand for logistics information at any time, In order to ensure the
reliability and privacyof information, combining the advantages and characteris- tics of blockchain technology,
and using searchable encryp- tion to encrypt and decrypt data, a logistics information blockchain data query
algorithm based on searchable encryp- tion is proposed. The algorithm first encrypts the infor- mation, the
encrypted information is stored in the cloud server, and an index list is generated for each group of information,
and keywords can be used to query the corre- sponding information. In this paper, the process of encryp- tion
and decryption as well as the process of data insertion and data query are designed in detail. Finally, the solution of this paper is analyzed from three aspects of cor- rectness, completeness and security, which proves the
fea- sibility of the algorithm of this paper. The next research direction is to conduct in-depth research on the
smart con- tract technology in the algorithm to better improve query efficiency.
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