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Abstract  
Cloud computing is a computing platform in a large-scale data center and can dynamically provide a server 

with an opportunity to eliminate extensive needs in scientific research on ecommerce. The provision of 

calculation resources, as if there is a usefulness such as electricity, represents the key issues of information 

policy, including confidentiality, security, reliability, access and regulation. This article explains cloud 

computing, and from time-toclass policy issues, as well as research issues related to cloud computing and 

policies. Ultimately, political issues raised by cloud computing are treated as part of a larger national policy 

issue that responds to fast technology evolution.  

Cloud computing is a new computing paradigm that aims to provide trusted individual and QoS guaranteed 
devices. This article explores the cloud computing paradigm from different perspectives, such as definitions, 

features, and supporting technologies. This document provides a high-level overview of cloud computing and 

presents the latest in cloud computing technology.  
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I. Introduction 

In the end of 2007, cloud computing appears as a hot topic due to the ability to ensure a QoS 

computing environment and a customable software service that provides a current flexible dynamic IT 

infrastructure[1]. Cloud computing (blue line) contained in virtualization technology (yellow line) as reported in 

Figure 1 shows the calculation of the mesh (red line).   
Various projects within industry and academia have already started, or example the RESERVOIR 

project – an IBM and European Union joint research creativity for Cloud computing, Amazon Elastic Compute 

Cloud, IBM’s Blue Cloud, scientific Cloud projects such as Nimbus and Stratus, and OpenNEbula[1]. HP, Intel 

Corporation and Yahoo! Inc. recently post the formation of a global, multi-data center, open source Cloud 

computing test bed for industry, research and education.  

Although the practice of cloud computing has attracted a lot of attention, there is still no generally 

accepted definition of cloud computing. This situation is due to several reasons:   

• Cloud computing includes researchers and engineers in various background, e.g., Grid computing, 

software engineering and database. They tasks on Cloud computing from different point of view.  

• Technologies that allow the Cloud computing are still involving and progressing, for example, Web 2.0 

and Service Oriented Computing[2].  

• Existing cloud computing The widespread deployment and use to ultimately justify the cloud 

computing concept is still lacking.  

Cloud computing has become a popular solution for providing inexpensive and easy access to external 

information technology (IT) resources. More and more organizations (e.g. research centers, enterprises) are 
using cloud computing to address with the same physical framework a large client base with different 

computational needs. 
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II. Definitions of Cloud Computing 

  
Source                             Definition  

Gartner   “a variety of computing in which massively scalable IT-related capabilities are determined by “as a 

service” using Internet technologies to multiple external users”   

IDC  “an emerging IT development, deployment and delivery model, permissive real time delivery of 

products, services and solutions over the Internet (i.e., enabling cloud services)”  

The 451 Group  “a service model that combines a universal organizing principle for IT delivery, infrastructure 

components, an architectural approach and an economic model – basically, a gathering of grid 

computing, virtualization, utility computing,  

 Introduce and software as a service”  

Merrill Lynch  “the idea of delivering personal (e.g., email, word processing, representation.) and business yield 

applications (e.g., sales force automation, customer service, accounting) from centralized servers”  

   
Cloud computing is the on-demand availability of computer system resources, especially data storage and 

computing power, without direct active management by the user. spacious clouds regularly have operation 

distributed by multiple locations, each location presence a data center[3].  

 

III. Essential Characteristics 

In this section we describe the important characteristics that a cloud must possess. Any cloud is awaited to have 

these five characteristics that are being explained below  

 

3.1 On-demand self-service  

A customer can unilaterally determined by computing capabilities ,  server time and network storage, as needful 

automatically without exacting human interaction with any service’s provider[3].  

 

 
 

3.2 Broad network access  

Capabilities are really use to over the network and approach between standard structure that further use by 

heterogeneous thin or broad customer platforms (e.g., smartphone phones, laptops) [3].  

 

3.3 Resource pooling  

The provider’s computing ability are coordinate to serve other user accepting a multi-tenant model, with 
different physical and vital resources dynamically appropriate and reassigned per customer  demand. There is a 

way of location independency in that the subscriber generally has no control or knowledge by the accurate 

location of the provided resources but may be easy to describe location at a higher level of abstraction (e.g., 

country, state, or data centre). Examples of ability depends consequential to storage, processing, memory bank, 

network bandwidth, and virtual machines.  
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3.4 Rapid Elasticity  

Capabilities is immediate and elastically control, in any cases automatically, to quickly scale outside along with 

immediate released to immediate scale in. To the buyer, the capabilities available for equipment often appear to 

be limitless and efficiency be bought in any variety at any time.  

3.5 Measured Service  

Cloud systems automatically control and use resource use by ever-again a estimate capability by some level of 

abstraction assign to the arrange of service (e.g., storage, processing, bandwidth, and active user accounts). 
Resource use may be monitored, composed, and reported determined by transparency for both the provider and 

customer of the use service[3].  

  

IV. Advantages and Disadvantages of Cloud Computing 

The degree of accepting some computing model is measured by its strengths and weaknesses. If 

advantages owing to computing paradigm are fair sufficient and the overheads are bearable to some expense, the 

degree of acceptance is extremely high and that computing paradigm will be accepted by users. Following are 

some major advantages and disadvantages offered by the cloud can be written as:  

 

4.1 Advantages Of Cloud Computing  

Cloud computing offers many advantages and flexibility to its users. User can control from anywhere at any 
time in a secure way[4]. With the increasing number of web-enabled devices used now-a-days (e.g. tablets, 

smart phones etc.), access to one’s information and data should be quick and simplest. Some of the particular 

suitable advantages in respect to the usage of a cloud can be as follows:   

• Re-duces up-front investment, Total Cost of Ownership (TCO), Total Operational Cost (TOC) and 

reduces business risks.  

• Provides a dynamic infrastructure that provides reduced cost and improved services with less 

development and maintenance cost.  

• Produce on-demand, flexible, scalable, improved and versatile services on pay-as you go model.  

• Produce consistent availability and performance with automatically provisioned peak capacity.  

• Can recover immediate and has improved restore capabilities for improved business resiliency.  

• Provides unlimited processing, storage, networking etc. in an elastic way.  

• Offers automatic software updates, Improved Document Format Compatibility and improved 
compatibility between different operating systems.  

• Offers easy group collaboration i.e. flexibility to its customer on global scale to work on the same 

project.  

• Offers increased return on investment of existing valuables, freeing capital to extend strategically.  

• Provides environment faithful computing as it only use the server space required by the application 

which in convert moderate the carbon footprints  

  

4.2 Disadvantages Of Cloud Computing  

Every coin has two faces. That’s not to say, of course, cloud computing is without disadvantages[4]. Some of 

the disadvantages while using a cloud can be give main point as:  

• Requires high speed network and connectivity constantly.  

• Privacy and security is not good. The data and application on a public cloud efficiency not be very 

secure.  

• Destructive situation act unavoidable and recovery is not possible always. If the cloud loses one’s data, 

the user and the service provider the pair gets into serious problems.  

• Users achieve external dependency for mission critical applications.  

• Requires usually monitoring and execution of service level agreements (SLAs).  

  

V. Cloud Computing Models 

Cloud Providers offer services that can be organized into three part.  

1. Software as a Service (SaaS): In this fragment, a complete application is produce to the customer, as a 

service on demand[4], [5]. A single case of the service run on the cloud & multiple end users are serviced. On 
the customer‟ side, there is no demand for direct investment in servers or software documentation, while for the 

source, the costs are economical, since only a single application needs to be hosted & maintained. Today SaaS is 

perfomed by companies such as Google, Salesforce, Microsoft, Zoho, etc.  

Software or an application is present as a service and provided to customers across the Internet. This condition 

eliminates the need to install and run the application on the customer’s local computers. SaaS therefore 
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alleviates the customer’s load of software maintenance, and reduces the investment of software purchases by on-

demand pricing. An early example of the SaaS is the Application Service Provider(ASP) 15).  

  

2. Platform as a Service (PaaS): Here, a layer of software, or development environment is encapsulated 

& contribute as a service, upon which supplementary higher levels of service can be generate. The customer has 

the freedom to build his own applications, which run on the contributor infrastructure. To meet manageability 

and scalability requirements of the implementations, PaaS providers confirm a predefined combination of OS 
and application servers, such as LAMP platform (Linux, Apache, MySql and PHP), confined J2EE, Ruby etc. 

Googles App Engine,  etc are some of the familiar PaaS examples.  

  

3. Infrastructure as a Service (IaaS): IaaS produce basic storage and computing aptitude as 

standardized services over the network. Servers, storage systems, networking equipment, data centre space etc. 

are pooled and create available to control workloads. The users determine typically locate his have software on 

the infrastructure. Some ordinary examples are Amazon, GoGrid, 3 Tera, etc  
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VI. Types of Cloud Computing 

  

6.1 Public Cloud  

Public clouds are owned and operated by third parties; they convey superior economies of scale to buyer, as the 

infrastructure costs are extend among a mix of users, giving each individual client an attractive low-cost, “Pay-

as-you-go” model[6]. All consumer share the same infrastructure pool with bounded configuration, security 

protections, and availability variation. These are managed and supported by the cloud source. One of the 
advantages of a Public cloud is that they may be larger than an cation cloud, thus provided the ability to scale 

shamelessly, on demand.  

6.2 Private Cloud  

Private clouds are built included for a single enterprise. They aim to address consider on data security and 

produce greater control, which is usually lacking in a public cloud. There are two difference to a private cloud:  

 On-premise Private Cloud: On-premise private clouds, also thoughtful as internal clouds are hosted 

within one‟s own data center. This model produce a more standardized process and protection, though is limited 

in period of size and scalability. IT departments determine also need to run up the capital and operational costs 

for the physical resources. This is best suitable for applications which need whole control and convertibility of 

the infrastructure and security.  

 Externally hosted Private Cloud: This type of private cloud is present externally with a cloud provider, 

where the provider facilitates an absolute cloud environment with full guarantee of privacy[7]. This is best 
match for enterprises that prohibition choose a public cloud due to sharing of physical resources.  

  

6.3 Hybrid Cloud  

Hybrid Clouds collaborate together public and private cloud models. With a Hybrid Cloud, service produce can 

use 3rd party Cloud contribute in a full or limited way thus increasing the flexibility of computing. The Hybrid 

cloud environment is successful of supplying on-demand, externally maintain scale. The capacity to dispute a 

private cloud with the resources of a public cloud can be used to preserve any unexpected flows in workload.   

  

VII. Scope of Cloud Computing 

  

7.1 Better cloud services   

 To begin with, the future of cloud computing in education and industries around this domain are going to be 
ready to witness the power of sound cloud computing services. Better cloud services are often  categorized into 

three types. You have infrastructure as a service, platform as a service, and software as a service. These are three 

important part of services used by user-friendly and old organizations. When more and more services are able to 

support these facilities, it becomes easier for organizations to shift. In the end of the day, more schools and 

colleges will start to leverage the perks of cloud computing.  

7.2 Security  

The future of cloud computing jobs is bright. Companies will need skilled specialists who can promise security 

all told stages of cloud services. it's also important for service providers to make sure that cyber attacks are kept 

unfree. Even small companies that don’t prioritize security must change their business model. Studies and 

technologies that stress the improve of the long run scope of cloud computing security will find bigger and 

better platforms to prove their thesis within the upcoming days.  

7.3 Modular software development   

 It is taken into account a cornerstone that may bend or break the long run of cloud computing technology. 

Why? For companies to be ready to leverage the cloud technology code and applications should entered smaller 

chunks, which aren't let alone each other. This makes it easier for developers to upload their works into the 

cloud. Also, it makes it simpler for people to access the fulfilled from Remote locations. On the opposite hand, 

security and also the availability of features improve when key is modular. within the long term, companies that 

invest in modular code can save more cash too.Modular Software Development  

7.4 Market Growth   

By the end of 2018, the market Price of cloud computing crossed 128 billion USD. This can be going to drop in 

the upcoming days. Mainly because the future use of cloud computing is only going to increase and not decline. 

Even big brands and Fortune 500 companies are migrating their services and products to the cloud. Meanwhile, 
the spending patterns of companies around on-premise infrastructure have reduced. These are pointers for a 

more better and stronger future in the cloud. Undeniably, the market and the future of cloud computing an 

extendeterm forecast, is inevitable.  
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7.5 Virtualization  

Finally, we'd like to specialise in the longer term of virtualization and cloud computing. this is often a 

stimulating bond that has lots of scope for research and development. to start with, when cloud computing and 

virtualization are conduct together, a singular architecture is required. this efficiency be a development that 

maps to the qualities of the Computing Cell. And, the computing cells is understood for its consistent need for 

finer and complicated software infrastructure, which is paired with intricate features like encryption, third party 

authentication, efficient and reliable network segmentation, and data management  
         

VIII. Conclusion 

Cloud computing can be considered as an essential part of almost all businesses in near future and it is 

expected to change the landscape of IT industry. It is based on the model of conveying services on internet with 

pay-as-you-go model with benefits like no up-front cost, lower IT staff, lower cost of operation to name a few. 

Although cloud computing has bright possibility both of them business and researchers certain challenging 

problems including security, performance, reliability, scalability, interoperability, virtualization etc. needs to be 

addressed carefully[8]. The improvement in bandwidth technology, corresponding service models and security 

models can truly revolutionize this area along with the IT industry. The paper has considered the ideas of cloud 

computing and shades some lights on several issues and challenges that needs to be addressed in order to realize 

the execution of the cloud and making it a superior part of our life in order to thrive.  
   

Reference 
[1]. P. T. Jaeger, J. Lin, and J. M. Grimes, “Cloud computing and information policy: Computing in a policy cloud?,” J. Inf. Technol. 

Polit., vol. 5, no. 3, pp. 269–283, 2008, doi: 10.1080/19331680802425479.  

[2]. G. Media, “Gildan Media Companion PDF CLOUD COMPUTING Nayan B . Ruparelia.”  

[3]. T. Almarabeh, Y. K. Majdalawi, and H. Mohammad, “Cloud Computing of E-Government,” Commun. Netw., vol. 08, no. 01, pp. 

1–8, 2016, doi:  

[4]. 10.4236/cn.2016.81001.  

[5]. N. Sutradhar, M. K. Sharma, and G. Sai Krishna, “Cloud Computing: Security Issues and Challenges,” Lect. Notes Electr. Eng., vol. 

692, no. 3, pp. 25–32, 2021, doi: 10.1007/978-981-15-7486-3_4.  

[6]. S. Shilpashree, R. R. Patil, and C. Parvathi, “‘Cloud computing an overview,’” Int. J. Eng. Technol., vol. 7, no. 4, pp. 2743–2746, 

2018, doi:  

[7]. 10.14419/ijet.v7i4.10904.  

[8]. M. I. Malik, “Cloud Computing-Technologies,” Int. J. Adv. Res. Comput. Sci., vol. 9, no. 2, pp. 379–384, 2018, doi: 

10.26483/ijarcs.v9i2.5760.  

[9]. Z. Ageed, M. R. Mahmood, M. M. A. Sadeeq, M. B. Abdulrazzaq, and H.  

[10]. Dino, “Cloud Computing Resources Impacts on Heavy-Load Parallel Processing Cloud Computing Resources Impacts on Heavy-

Load Parallel  

[11]. Processing Approaches,” no. June, 2020, doi: 10.9790/0661-2203043041.  

[12]. N. Sousa e Silva, “Cloud Computing Law,” SCRIPTed, vol. 11, no. 3, 2014, doi: 10.2966/scrip.110314.337.  

 


